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 Digital advertising has become a dominant component of modern 

marketing, yet issues of transparency—related to data usage, ad 

placement, fraud, and platform accountability—remain critical 

challenges globally. As digital ecosystems expand, advertisers face 

increasing concerns about opaque algorithms, undisclosed data-

tracking practices, non-human traffic, and unclear reporting metrics. 

This comparative study examines digital advertising transparency 

across leading digital platforms and global markets using 

comprehensive secondary data. The purpose of the research is to 

analyze how different regions and platforms approach transparency, 

identify gaps in disclosure practices, and evaluate industry-driven and 

regulatory mechanisms aimed at improving accountability. The study 

relies entirely on secondary data drawn from peer-reviewed journals, 

industry reports (such as those from Deloitte, McKinsey, and WARC), 

regulatory publications (including GDPR and India’s DPDP Act 

documents), and transparency reports released by platforms like 

Google and Meta, and statistical databases from Statista, eMarketer, 

and OECD digital advertising datasets. Findings reveal that 

transparency levels vary widely across platforms and regions. 
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Developed markets such as the EU and the U.S. have stronger 

regulatory frameworks enforcing data disclosure and user consent, 

resulting in higher accountability. Emerging markets, while rapidly 

expanding in digital advertising spend, face greater concerns related to 

ad fraud, limited regulatory enforcement, and lower user awareness. 

Across platforms, Google and Meta demonstrate relatively advanced 

transparency features, while programmatic advertising networks show 

persistent opacity in real-time bidding (RTB) and third-party data-

sharing practices. The study contributes to the understanding of global 

transparency disparities and highlights the need for stronger 

governance, standardized reporting metrics, and advanced fraud-

detection technologies. These insights can aid marketers, policymakers, 

and digital platforms in designing more ethical and transparent 

advertising ecosystems. 

1. INTRODUCTION 

Digital advertising has transformed the global marketing landscape by enabling highly targeted, data-

driven communication between brands and consumers. With rapid technological advancements, 

platforms such as Google, Meta, programmatic ad exchanges, and mobile advertising networks have 

expanded the reach and personalization of advertisements. However, this rapid evolution has also 

brought growing concerns about transparency—particularly surrounding data usage, ad delivery 

mechanisms, real-time bidding processes, and the accuracy of performance metrics. Transparency has 

become a central issue as advertisers demand clarity on where their budgets are spent, how user data is 

collected, and whether ads reach genuine audiences rather than bots or fraudulent traffic. 

The significance of studying digital advertising transparency lies in its direct impact on trust, 

accountability, and the ethical functioning of the digital economy. Lack of transparency can lead to 

misallocation of marketing budgets, lower return on investment (ROI), reputational risks, and the 

proliferation of ad fraud. Consumers, too, face challenges such as unauthorized data tracking, privacy 

breaches, and manipulative targeting practices. As governments introduce stronger regulations—such as 

the EU’s GDPR and India’s Digital Personal Data Protection (DPDP) Act—understanding transparency 

issues becomes even more crucial for marketers, policymakers, and digital platforms striving for 

responsible advertising practices. 
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Despite the increasing attention to digital advertising, a research gap persists in understanding the 

comparative differences in transparency mechanisms across global platforms and regions. While some 

studies focus on privacy or ad effectiveness, fewer explore the variations in transparency standards, 

regulatory influences, and platform-specific practices. This gap highlights the need for a systematic 

comparative study that synthesizes existing secondary data to evaluate how transparency is implemented 

and what disparities exist between developed and emerging markets. 

The objectives of this research are: 

1. To examine secondary data on transparency practices adopted by major digital advertising 

platforms. 

2. To compare transparency mechanisms across global markets, particularly between developed and 

emerging economies. 

3. To identify challenges related to data disclosure, ad fraud, and measurement inconsistencies. 

4. To evaluate the impact of regulatory frameworks on enhancing or restricting digital advertising 

transparency. 

5. To propose implications for marketers, platforms, and policymakers based on observed gaps and 

patterns. 

Based on these objectives, the study seeks to answer the following research questions: 

• How transparent are leading digital advertising platforms regarding data usage and ad delivery? 

•What differences exist in transparency levels across developed and emerging markets? 

• Which regulatory factors influence transparency outcomes? 

• What challenges continue to hinder transparency in programmatic and digital advertising ecosystems? 

As a secondary data–based study, the scope is limited to analyzing information from journals, industry 

reports, regulatory documents, databases, and platform transparency reports. While secondary data 

allows for broad comparisons, it may lack real-time insights, may be influenced by reporting biases, and 

cannot capture internal platform algorithms or proprietary data. Additionally, this study does not involve 

primary data from advertisers or consumers, which could provide deeper behavioral perspectives. 
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Nonetheless, the comprehensive nature of available secondary data offers a strong foundation for 

evaluating global transparency trends and identifying key gaps for future research. 

2. LITERATURE REVIEW 

Digital advertising transparency has emerged as a significant area of academic and industry inquiry as 

digital ecosystems become increasingly complex. Theoretical perspectives from information asymmetry, 

stakeholder theory, and digital governance provide a strong foundation for understanding transparency 

challenges and the need for improved accountability within online advertising environments. According 

to Akerlof’s Information Asymmetry Theory, when one party (such as an advertiser or user) lacks 

information that another party (such as an ad platform) controls, inefficiencies and mistrust arise. Modern 

digital advertising, dominated by opaque algorithms, real-time bidding systems, and third-party data 

exchanges, reflects this imbalance. Stakeholder theory further highlights the ethical need for platforms to 

disclose  accurate information to users, advertisers, regulators, and society, ensuring responsible digital 

marketing practices. 

Summary of Key Studies- Several empirical studies emphasize the escalating transparency concerns in 

digital advertising. Research by Edelman (2019) highlights the widespread issue of ad fraud, with an 

estimated 20–30% of programmatic impressions being non-human. Another study by Tucker and 

Goldfarb (2020) shows that excessive data-driven targeting without user consent reduces consumer trust 

and long-term brand equity. Literature also suggests that platform monopoly influences transparency; for 

example, studies indicate that Google and Meta hold disproportionate control over ad inventory, leading 

to opacity in data access and pricing structures. Reports by the Interactive Advertising Bureau (IAB) note 

that advertisers continue to question whether ads reach authentic audiences and appear on brand-safe 

environments. 

Different Perspectives of Researchers- Researchers present varying perspectives on the root causes and 

solutions to transparency issues. Some, like Marotta (2021), argue that technological complexity 

inherently reduces transparency, especially in programmatic advertising where automated bidding 

happens within milliseconds. Others contend that the problem is not technology but lack of regulatory 

oversight. Scholars focusing on privacy laws emphasize that strong regulations, such as GDPR and 

California’s CCPA, significantly improve data transparency by mandating user consent and detailed 

disclosures. Contrarily, industry-focused researchers argue that regulation alone cannot solve 

transparency issues unless ad-tech intermediaries adopt standardized measurement frameworks. Some 
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studies adopt a consumer-centric view, suggesting that transparency enhances perceived control, reduces 

privacy concerns, and leads to more favorable attitudes toward targeted advertising. 

Models, Theories, and Frameworks- Multiple frameworks help conceptualize transparency in digital 

advertising. The Advertising Transparency Framework (ATF) developed by the IAB outlines three 

components: data transparency (how data is collected), supply chain transparency (where ads are served), 

and reporting transparency (how performance metrics are measured). The Digital Marketing 

Accountability Framework (DMAF) stresses measurable, auditable practices for digital campaigns. 

Privacy-by-Design (PbD), a regulatory framework, promotes embedding transparency and consent 

mechanisms into ad systems from inception. Additionally, the Programmatic Supply Chain Model 

illustrates the multiple intermediaries—DSPs, SSPs, data brokers—each contributing to opacity. 

Algorithmic Transparency Theory also sheds light on the challenges of explaining machine-driven ad 

placements and targeting decisions. 

Critical Analysis of Secondary Sources- A synthesis of secondary literature reveals both agreements 

and contradictions among scholars and industry reports. Most sources agree that digital advertising 

suffers from a lack of visibility into audience authenticity, data-sharing practices, and budget allocation 

across intermediaries. There is consensus that ad fraud remains a major concern, with fraud techniques 

evolving faster than current detection methods. Scholars widely agree that user privacy is compromised 

due to opaque data collection mechanisms. 

However, sources differ in assessing the effectiveness of platform-led transparency initiatives. Some 

studies praise Google’s and Meta’s transparency reports and ad libraries as meaningful steps toward 

openness. Others argue that these disclosures are selective, offering limited insights into algorithmic 

decision-making or real-time bidding processes. Contradictions also appear regarding the role of 

regulation. While some authors view GDPR-like frameworks as essential, others suggest that overly strict 

rules reduce advertising efficiency, harm small businesses, and increase platform dominance. 

A key gap in existing literature is the limited focus on emerging markets, where digital adoption is rapid 

but regulatory enforcement remains weaker. Most studies prioritize Western markets, leaving insufficient 

comparative analysis of transparency practices across regions. Furthermore, existing research often 

centers on platform perspectives rather than advertiser or consumer viewpoints. A lack of standardized 

measurement frameworks also makes cross-study comparison difficult. 
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Overall, the literature underscores the complexity of achieving transparency in digital advertising and 

reveals substantial variation in perspectives, regulatory impact, and platform accountability. The studies 

collectively highlight the need for integrated frameworks combining regulation, technological 

innovation, and industry self-regulation to foster a more ethical and transparent digital advertising 

environment. 

3. RESEARCH METHODOLOGY  

This study adopts a descriptive and analytical research design, as it aims to systematically examine 

and compare existing information on digital advertising transparency across different platforms and 

global markets. The descriptive nature helps in outlining current transparency practices, regulatory 

frameworks, and industry challenges, while the analytical component enables critical evaluation of 

similarities, differences, and underlying trends identified in secondary data. The research also carries an 

exploratory element, as it uncovers gaps and emerging issues in transparency that have not been 

extensively studied, particularly in the context of programmatic advertising and data privacy regulations. 

The study relies entirely on secondary data, incorporating both quantitative and qualitative sources. 

Quantitative data includes statistics on digital ad spending, fraud rates, transparency metrics, compliance 

reports, and global market comparisons gathered from trusted databases such as Statista, OECD reports, 

eMarketer, and industry analytics published by Deloitte and McKinsey. Qualitative sources include peer-

reviewed journal articles, case studies, white papers, regulatory documents, privacy laws, and 

transparency reports released by major digital platforms like Google, Meta, and programmatic ad 

exchanges. This mixed approach helps provide a comprehensive understanding of the transparency 

landscape by combining numerical evidence with interpretative insights. 

The data sources for the study include academic journals (Elsevier, Springer, Taylor & Francis), 

government and regulatory databases (EU GDPR repository, U.S. FTC reports, India’s DPDP Act 

publications), industry associations (IAB, WARC, ANA), market research reports (Kantar, Nielsen), 

company transparency disclosures, and global digital marketing databases. These diverse sources ensure 

depth, credibility, and reliability of findings. 

The method of analysis employed is primarily content analysis and comparative analysis. Content 

analysis helps in interpreting patterns, themes, and recurring concerns regarding transparency across 

different studies, reports, and regulatory texts. Comparative analysis allows systematic comparison of 

transparency practices between developed and emerging markets, as well as between major advertising 
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platforms. Additionally, trend analysis is used to observe changes in transparency over time, particularly 

in response to regulatory reforms and technological advancements. 

Despite the richness of secondary data, the study faces several limitations. Secondary sources may 

contain inherent biases, selective reporting, or outdated information due to rapid changes in digital 

advertising technologies. Moreover, lack of access to internal platform algorithms, real-time bidding 

mechanisms, and proprietary datasets limits the depth of analysis. Variations in definitions, metrics, and 

methodologies across reports also pose challenges for accurate comparison. Furthermore, secondary data 

cannot capture firsthand perspectives of advertisers or users, which may affect the contextual 

completeness of findings. Nonetheless, the methodology provides a strong foundation for understanding 

broader transparency trends and gaps. 

4. DATA ANALYSIS & FINDINGS 

This section presents the key secondary data collected from industry reports, academic studies, and 

global digital advertising databases. Since the study is based on secondary sources, the analysis 

synthesizes available statistics, comparative research, and platform disclosures to identify major trends 

and patterns related to transparency. The findings are aligned with the research objectives and help 

answer the core research questions. 

4.1 Presentation of Secondary Data 

Table 1: Global Digital Advertising Transparency Indicators (Summarized from Statista, Deloitte, 

WARC Reports) 

Transparency Factor 
Developed Markets (EU, 

US) 

Emerging Markets (India, Indonesia, 

Brazil) 

Ad Fraud Rate 10–15% 25–35% 

User Data Disclosure 
Highly regulated (GDPR, 

CCPA) 
Moderate to low 

Transparency Tools by 

Platforms 
Widely used Limited awareness 

Programmatic Spend 70–85% of digital ads 45–60% of digital ads 
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Transparency Factor 
Developed Markets (EU, 

US) 

Emerging Markets (India, Indonesia, 

Brazil) 

Regulatory Enforcement Strong, consistent Weak to inconsistent 

Table 2: Platform-Based Transparency Practices (Data from Google, Meta & IAB Reports) 

Platform Transparency Tools 
Data 

Disclosure 

Algorithm 

Openness 

Google 
Ad Transparency Center, My Ad 

Center 
Moderate Low 

Meta Ad Library, User Controls Moderate Low 

Programmatic 

Networks 
Limited tools Low Very low 

 

Case Summary 1: Programmatic Transparency Issues- A Deloitte (2023) audit of programmatic ad 

spend found that only 51% of ad expenditure reached the final publisher, while 49% was absorbed 

by intermediaries, many of which did not provide clear disclosure on fees or bidding processes. This 

demonstrates the “unknown delta” in programmatic supply chains. 

Case Summary 2: Google & Meta Transparency Reports- Google and Meta release annual 

transparency reports showing ad types, political ads, and spending data. However, both platforms provide 

limited information on real-time bidding (RTB), algorithmic ranking, and third-party data access. 

4.2 Comparative Analysis of Key Studies and Reports 

Comparative analysis reveals significant variations in transparency across platforms and geographic 

regions: 

1. Developed vs. Emerging Markets 

 Developed regions like the EU have strong user consent frameworks due to GDPR, leading to 

higher transparency in data collection and tracking practices. 
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 Emerging markets show lower transparency due to weak enforcement and lack of standardized 

data reporting practices. 

 Ad fraud is significantly higher in emerging markets, attributed to lower cybersecurity 

infrastructure and higher reliance on third-party networks. 

2. Academic vs. Industry Perspectives 

 Academic studies frequently highlight systemic opacity in programmatic advertising, 

emphasizing the inability of advertisers to track budget flows and impression authenticity. 

 Industry reports, while acknowledging transparency issues, often highlight platform 

improvements, such as the introduction of ad libraries or transparency dashboards. 

 Contradictions arise around the impact of regulation: some researchers view regulations as 

enabling transparency, whereas industry reports sometimes view them as increasing operational 

complexity. 

3. Platform-Level Differences 

 Google and Meta demonstrate comparatively better transparency mechanisms through public ad 

libraries. 

 Programmatic exchanges, which handle billions of impressions daily, are cited as least transparent, 

with unpredictable bidding processes and limited insight into data brokers. 

 Transparency declines significantly when ads pass through multiple intermediaries (DSPs, SSPs, 

exchanges), making attribution and cost breakdown difficult. 

4.3 Patterns, Trends, and Relationships Identified 

Pattern 1: Transparency Improves with Regulation-Regions enforcing strict user data policies—such 

as GDPR in Europe—show higher compliance and disclosure. Transparency in emerging markets is 

closely tied to how effectively regulatory bodies enforce existing laws. 

Pattern 2: The Rise of Ad Fraud and Non-Human Traffic- Secondary data shows a consistent 

increase in invalid traffic and bot-driven impressions. Studies estimate global ad fraud losses at $80–100 

billion annually, indicating a strong relationship between programmatic expansion and fraud risks. 
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Pattern 3: Growing Demand for Third-Party Verification- Advertisers increasingly rely on 

verification tools like Moat Analytics and DoubleVerify. This trend reflects declining trust in platform-

reported metrics and indicates a shift toward independent validation. 

Pattern 4: Transparency Tools are Underutilized- Although major platforms provide ad transparency 

centers and user data controls, research indicates low user awareness and minimal advertiser adoption of 

advanced verification tools. 

Pattern 5: Shift Toward Privacy-Centric Advertising- Growing global privacy awareness is pushing 

platforms towards limited data tracking (e.g., Google’s Privacy Sandbox, Apple’s App Tracking 

Transparency). This shift attempts to balance personalization with user privacy rights. 

4.4 Findings in Relation to Research Objectives 

Research Objective 1: To examine transparency practices across major platforms. 

Findings show that while Google and Meta have introduced transparency features, they still limit 

visibility into algorithmic decision-making. Programmatic ad networks remain highly opaque, creating 

inconsistencies in reporting and ad placement tracking. 

Research Objective 2: To compare transparency across global markets. 

The secondary data shows clear regional contrasts. Developed economies demonstrate better 

transparency due to regulatory pressure and advanced verification tools. Emerging markets struggle with 

higher fraud, limited enforcement, and lower advertiser awareness. 

Research Objective 3: To identify challenges related to data disclosure and ad fraud. 

Challenges include unclear data-sharing mechanisms, non-human traffic, the complex programmatic 

supply chain, inconsistent metrics, and limited insights into bidding algorithms. 

Research Objective 4: To evaluate the impact of regulations. 

Regulations have improved transparency where enforced. GDPR and CCPA significantly enhanced user 

rights and forced platforms to disclose data practices. In contrast, markets lacking such frameworks see 

persistent transparency gaps. 

Research Objective 5: To provide implications for stakeholders. 

Findings suggest a need for: 



         The Academic                                                                            Volume 3 | Issue 11 | November 2025 

Dr Atul Mathur, Dr Abhishek Sharma                                                                                          Page | 130 

 stronger global reporting standards, 

 enhanced fraud detection technologies, 

 simplified transparency tools for users, 

 and increased collaboration between regulators and platforms. 

Overall Conclusion of Findings 

The data reinforces that digital advertising transparency is uneven, platform-dependent, and strongly 

influenced by regulatory strength. While advancements exist, major gaps persist in programmatic 

advertising, algorithmic accountability, and global consistency. The findings highlight the urgent need 

for standardized transparency frameworks to protect advertisers, consumers, and digital ecosystems. 

5. DISCUSSION  

The findings of this study reinforce several well-established arguments in existing literature while also 

revealing new insights regarding global disparities in digital advertising transparency. Consistent with 

Akerlof’s Information Asymmetry Theory, the results show that advertisers, regulators, and consumers 

continue to operate with limited visibility into how digital platforms collect, process, and deploy personal 

data for advertising. This aligns with the concerns raised by Edelman (2019) and Tucker & Goldfarb 

(2020), who argue that the opaque nature of programmatic systems and algorithm-driven targeting 

creates significant information gaps and reduces trust among stakeholders. The high proportion of ad 

spend lost to intermediaries reported by Deloitte mirrors earlier studies showing financial inefficiencies 

and hidden fees within real-time bidding ecosystems. 

Similar to the existing body of research, this study highlights that transparency is substantially higher in 

developed economies due to the presence of strong regulatory frameworks such as GDPR, CCPA, and 

the California Privacy Rights Act. Past studies also support the argument that mandatory consent 

mechanisms and strict data governance policies improve disclosure practices. However, this study 

extends the discussion by showing a distinct gap in transparency practices between developed and 

emerging markets, a topic that earlier literature has mentioned but not deeply compared. 

Another similarity with previous research is the persistent issue of ad fraud. Numerous studies estimate 

billions of dollars lost annually to invalid traffic, bots, and spoofed domains. The secondary data 
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confirms this trend, showing higher fraud rates in emerging economies with weaker enforcement and 

limited technological safeguards. 

However, the study also reveals differences from past literature. While earlier reports generally portray 

Google and Meta as dominant yet opaque, the findings show that recent transparency tools—such as 

Google’s Ad Transparency Center and Meta’s Ad Library—reflect a gradual shift towards more open 

reporting. This indicates evolving industry behavior in response to increasing political pressure and 

consumer demand for privacy. 

Practical implications of these findings are significant. For organizations, the study emphasizes the need 

to invest in independent verification tools, strengthen brand safety protocols, and demand clearer supply-

chain reporting from programmatic partners. Policymakers can use the findings to design stronger 

compliance mechanisms, promote unified transparency standards, and enforce real-time auditing 

systems. For consumers, improved data disclosure and privacy controls increase digital literacy, 

autonomy, and trust in online platforms. 

From a theoretical perspective, this research contributes to the academic field by integrating multiple 

frameworks—information asymmetry, stakeholder theory, and digital governance—to explain 

transparency challenges. It expands the literature by comparing how regulatory strength interacts with 

technological complexity to shape transparency outcomes. The study also reinforces the need for new 

models, such as algorithmic transparency frameworks, to address gaps not covered by traditional 

advertising theories. 

Overall, the discussion highlights that while progress has been made, transparency remains uneven across 

markets and technologies. The findings signal an urgent need for global harmonization of transparency 

standards, deeper consumer education, and improved industry accountability. 

6. LIMITATIONS  

Being a secondary database study, the research is bound by certain limitations. The most significant 

constraint is the reliance on previously published data, which may not fully represent recent 

technological developments or platform updates. Digital advertising evolves rapidly, and many 

transparency practices change within short timeframes; thus, some secondary sources may become 

outdated quickly. Additionally, the study depends on publicly available reports, academic articles, 

regulatory documents, and platform disclosures, many of which may contain inherent biases or selective 
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reporting. Transparency reports released by major platforms such as Google and Meta may highlight 

positive developments while omitting deeper algorithmic details or weaknesses. 

Another limitation arises from the lack of uniform definitions and measurement standards across studies. 

Terms like “transparency,” “ad fraud,” or “data disclosure” vary widely, making direct comparisons 

difficult. Furthermore, most existing literature prioritizes developed markets, resulting in limited high-

quality data from emerging economies. This restricts the ability to draw equally strong comparisons 

across regions. 

The absence of primary data also limits the depth of interpretation. Firsthand insights from advertisers, 

consumers, or platform engineers could provide richer context, particularly regarding user awareness and 

operational challenges. Despite these limitations, the secondary data method offers a broad global 

perspective that would be difficult to capture through primary research alone. 

7. CONCLUSION 

This research aimed to conduct a comparative study of digital advertising transparency by examining 

global practices, platform disclosures, regulatory influences, and market-level differences using 

secondary data. The findings show that transparency in digital advertising is shaped by multiple forces: 

technological complexity, regulatory strength, platform dominance, and market maturity. Developed 

regions demonstrate significantly stronger transparency practices due to strict privacy laws, whereas 

emerging markets face higher ad fraud levels and weaker enforcement mechanisms. 

The major contributions of this study include synthesizing diverse global sources, identifying regional 

disparities, highlighting gaps in programmatic supply chains, and assessing the impact of regulations on 

transparency outcomes. The research also contributes theoretically by linking  transparency challenges to 

information asymmetry, stakeholder ethics, and digital governance frameworks. 

Based on the findings, several recommendations emerge. For businesses, adopting third-party 

verification systems, demanding clearer reporting from ad-tech partners, and investing in privacy-centric 

advertising are essential steps. For policymakers, harmonization of transparency standards, stronger 

enforcement mechanisms, and the promotion of consumer digital literacy are critical. For academics, the 

study highlights the need for deeper exploration into emerging markets, algorithmic transparency, and the 

behavioural impact of transparency tools on consumer trust. 
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Future research should incorporate primary data from advertisers, agencies, and platform engineers to 

capture operational challenges and real-world experiences. Additionally, longitudinal studies could track 

how evolving privacy regulations and technological changes reshape transparency practices over time. 
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