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 The impact of AI on the present age of media has been transformative, 

and fake images can be created and shared in seconds using deepfakes. 

In parallel, there are threats to public trust, image authenticity, or 

misinformation, and opportunities for digital communication and 

creative production. The paper seeks to examine how AI and deepfakes 

have increasingly become part of disinformation in digital media 

environments. A qualitative and interpretive analysis is applied to 

selected case studies of the effects of AI-generated visual and 

audiovisual communication on political communication, social 

perception, and online discourse. The paper also analyzes the impact of 

manipulated media on the minds of the audience, mistrust of visual 

evidence, and the emergence of 'post-truth' culture. The study also 

highlights the relevance of deepfake technology for visual 

communication, media literacy, and ethics, thus generating a critical 

awareness of the issues surrounding regulations and ethical discourse on 

digital practices and the age of synthetic media. The study also 

contextualizes deepfake technology in relation to visual communication, 

media literacy, and ethics, and highlights the importance of being critical 

of the regulation of such technology and responsible use of digital 
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practices in the synthetic media era. 

1. Introduction 

AI has transformed communication, production of visual content, and interactions with technology for 

people around the world. In the media industry, AI is now integrated into content creation, 

recommendation systems, and user experience, enhancing the overall media experience by making it 

more personalized and efficient. From generating content to recommending videos, AI has taken a 

prominent place in today's media environments. A more controversial development to emerge from the 

sands of AI is the deepfake, a phenomenon that uses AI and neural networks to generate highly realistic 

manipulated images, sound, and video files. While deepfakes offer fresh opportunities for entertainment, 

education, marketing, and visual storytelling, they also pose new challenges related to disinformation, 

media manipulation, political propaganda, and trust.  

The term Deepfake came from the fusion of “Deep Learning” and “Fake”, and is used to describe an 

artificial media that, impressively, can mimic facial expressions, speech, gestures and even human figures 

with high fidelity, fooling the audience. The previous version of the digital manipulation was much more 

complex and time-consuming. Modern AI technologies have opened the gates to the creation of synthetic 

media, making it more accessible to the general public via mobile apps, web software, and generative AI 

platforms. Consequently, with manipulated visual content, it can easily proliferate on social media 

platforms and sway public opinion, even before verification processes can catch up. 

As the deepfake phenomenon has emerged, many experts have described the current period as the “post-

truth” era, where the emotionally satisfying message, misinformation, and digitally manipulated 

narratives often surpass factual accuracy. The credibility of photography and video documentation has 

historically given visual media positive connotations of evidence of truth. But deepfake technology calls 

this into question, as it makes it harder to ensure the authenticity of visual evidence. Despite being 

synthesized with AI systems, the fake images and videos are increasingly facing off against the audience. 

Disinformation is defined as any misinformation or false information that is deliberately and intentionally 

intended to confuse, harm reputation, sway political outcomes, or sway public opinion. Deepfakes are 

particularly effective in the realm of disinformation because of their emotional manipulation and lifelike 

appearance. Not only is some of the information being fake, but also, the public's confidence in actual 

media is being undermined. The more they are able to create a plausible fake video, the more they doubt 

video documentation.  
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The purpose of this paper is to consider and reflect on the intersection of AI, deepfake technology, and 

digital disinformation through a qualitative and interpretive approach. It explores the issue of 

misinformation spread via AI-generated synthetic media, reflects on the psychological and sociopolitical 

issues arising from deepfake media, and analyzes case studies to gain a deeper understanding of the role 

of deepfake media in the public discourse. The research also covers ethical obligations of those creating 

media, graphic designers, policy makers, and technology developers in the fight against visual 

manipulation. 

The use of deepfakes is not only a technological challenge but a cultural and psychological reality, 

making the paper a valuable contribution to the field of visual communication and digital media. As 

generative AI technologies advance, there is significant worry regarding authenticity, creativity, 

accountability, and truth in today's society. The objectives of this research are to find problems in the 

responsible digital communication and synthetic media by using selected case study analysis and theory, 

as well as to participate in the academic discourse about the problem. 

2. Materials and Methods 

The relationship between Artificial Intelligence, deep fake technology and disinformation has been 

studied by employing the qualitative and interpretative research methodology. Given the theme of the 

study, which centered on the image of the media, the visual communication and sociocultural impact, a 

qualitative approach was deemed suitable to grasp the functioning of the synthetic media in today's 

digital environment. 

Secondary data were used for this research, which were obtained from academic journals, scholarly 

books, conference proceedings, online reports, fact-checking organizations, digital archives, and credible 

news sites. In order to develop the theoretical framework of this research, the existing literature on AI-

generated media, the impact of misinformation, visual manipulation, media literacy, and digital ethics 

was reviewed. 

Case study analysis is also employed as a methodological approach. The following criteria were used in 

the selection of the case studies: 

1. The impact of global visibility. 

2. Relation of deepfake technology and AI-generated disinformation. 

3. Effects on political, social, or cultural discourse. 

4. Availability of authentic documentation and media reports. 
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5. The significance of the psychological effects of synthetic media. 

The case studies feature edited videos and AI-generated media content of political leaders, celebrities, 

actors and public figures that are trending across digital platforms. These examples were analyzed using 

visual analysis and contextual interpretation. 

The study also draws inspiration from the field of media studies, visual culture theory, and 

communication theory for the analysis of the effects deepfakes have on audience perception and on 

notions about what is true and real. Ethical issues of synthetic media production and dissemination are 

also taken into account. 

The results presented are not meant to make statistical generalizations. Rather, the paper seeks to provide 

a critical understanding of the changing nature of the evolving function of AI-generated disinformation in 

today's visual culture. 

1. Results 

1.1. Artificial Intelligence and the Evolution of Synthetic Media 

Artificial Intelligence has accelerated the transformation of visual communication through the 

development of generative technologies that are capable of generating synthetic images, videos, audio 

recordings, and textual content. Generative Adversarial Networks (GANs) and diffusion-based systems 

are deep learning models that have made AI-generated media much more realistic. Technologies allow 

for the manipulation of facial movements, voice patterns, and body language with unprecedented 

accuracy. 

Deepfake technology was used mainly in experimental and entertainment contexts at first. However, it 

quickly became a tool for shaping political communication, public opinion, and social discourse. AI-

generated media is now widely distributed on social media platforms such as YouTube, Instagram, 

Facebook, TikTok, and X (formerly Twitter), where algorithmic engagement systems amplify 

emotionally provocative content. 

The growing availability of AI tools has led to the normalization of synthetic media creation. Now, even 

people with little technical know-how can create manipulated videos using free software and mobile 

applications. The ease with which this can be done has blurred the line between professional digital 

manipulation and synthetic content created by users. 
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1.2.Deepfakes and the Crisis of Visual Authenticity 

In the past, photographs and videos were considered credible evidence. Visuals served as evidence of 

past events and realities in journalism, law, and public communication. This assumption is being violated 

by deepfake technology. 

AI-generated media has become so realistic recently that scholars have dubbed it a "crisis of visual 

authenticity." Audiences do not even know what they are looking at anymore when it comes to visual 

content. Is this the actual reality, or has an algorithm made this? This lack of clarity erodes confidence 

not only in manipulated media but also in real visual evidence. 

Being exposed to manipulated media generates confusion, distrust, and emotional manipulation. In 

instances of political environments, deepfakes serve as a form of new digital evidence that can support 

existing ideological beliefs by presenting fabricated visual proofs as authentic in the mind of the viewers. 

2. Case Study Analysis 

2.1. Case Study 1: The Deepfake Video of Ukrainian President Volodymyr Zelenskyy 

During the Russia-Ukraine conflict in 2022, a fake video of Ukraine’s president, Volodymyr Zelenskyy, 

asking his troops to surrender was circulated on the internet. The video was quickly exposed as fake, but 

it underscored the power of AI-fueled disinformation in geopolitical crises.  

The deepfake video was shared via hacked websites and social media platforms. It had some obvious 

technical flaws, but the appeal of the clip was the sense of fear and uncertainty surrounding the war. The 

event underscored the potential use of AI-generated disinformation during geopolitical war. 

The Zelenskyy deepfake proved that it does not have to be perfect technically. The effect of manipulated 

media is influenced by the context of emotion, politics, and circulation. 
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Figure 1: Screenshot comparison of the manipulated deepfake video of Ukrainian President~ 

Volodymyr Zelenskyy circulated during the Russia–Ukraine conflict. Source: YouTube – Inside Edition 

The case also brought up the growing fragility of democratic communication systems in the AI-

propaganda era. Synthetic political videos can cause panic, influence military morale and undermine 

public confidence. 

2.1. Case Study 2: The Deepfake Video of Barack Obama 

Perhaps one of the most popular instances of deepfake technology was the creation of a fake video of 

former President Barack Obama by filmmaker Jordan Peele and BuzzFeed. The video revealed a new 

application of AI-generated synthetic media to create realistic speeches and facial movements.  

This is not a malicious deepfake project; rather, it was launched as an awareness campaign to help people 

understand the risks of synthetic media. The video was a resounding success in demonstrating the 

potential for the manipulation of public figures using AI technology. 

 

Figure 2: A deepfake awareness campaign featuring former United States 

President Barack Obama was generated using AI-driven face manipulation techniques. 

Source: Futurity 

This case turned out to be of academic importance in the debate about the authenticity of media. It 

showed that deepfakes were not just a future technology but a present social reality that could impact 

public trust. 

2.2. Case Study 3: AI-Generated Images During the Israel–Hamas Conflict 
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AI images were used to quickly spread fake news regarding scenes of war, injured civilians, destroyed 

buildings, and military operations during the Israel–Hamas conflict. Numerous of these images were 

disseminated via social media platforms before verification systems could determine they were AI-

generated images.  

The photographs frequently had dramatic and sensational qualities which appealed to the emotions of the 

viewer, in an attempt to evoke sympathy, outrage, or political polarization. In several cases, AI-created 

images were mistaken for genuine journalistic images. 

 

Figure 3: Example of AI-generated imagery circulated online during the Israel–Hamas conflict 

and later identified as synthetic content. Source: adl.org 

This case demonstrates the ability of Generative AI to exacerbate misinformation in humanitarian crises. 

AI-generated images are emotionally real, and it is difficult to correct and fact-check them. 

2.3. Case Study 4: AI Voice Cloning and Political Manipulation 

Voice cloning using artificial intelligence is a new form of synthetic disinformation that has emerged. 

Cloned voices of public figures were used to make false statements or false announcements in several 

political incidents. 
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A particularly interesting case was when robocalls made calls pretending to be from United States 

President Joe Biden while communicating during the election season. The manipulated audio was 

designed to discourage voters from participating by giving them fake instructions. 

 

Figure 4: News coverage discussing AI-generated voice cloning and political robocall manipulation 

Source: wired.com 

Voice cloning deepfakes show how disinformation is not just visual, but also audio. AI-generated speech 

is even more realistic, which presents extra difficulties for verification systems and public confidence. 

2.4. Case Study 5: Celebrity Deepfakes and Non-Consensual Synthetic Media 

There have also been many cases of the deepfake phenomenon being misapplied in the celebrity world 

and digital exploitation. Many celebrities, singers, and actresses have fallen victim to fake videos and 

manipulated photos.  

These cases spark serious ethical questions about consent, identity, privacy, and gender-based digital 

abuse. Female public figures are disproportionately targeted within deepfake exploitation networks. 
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Figure 5: Media coverage highlighting ethical concerns surrounding non-consensual celebrity. 

Source: Kiripost.com 

As deepfakes are used in entertainment and celebrity culture to generate fake content, it becomes clear 

that they can also be used to harass and cause psychological distress. The media coverage highlighting 

the case related to the Cambodian Women is an example. 

3. Discussion 

The case studies analyzed in this paper demonstrate that the deepfake technology is a technological 

innovation as well as a sociocultural threat. AI has made creative expression and digital communication a 

far broader field, but it has also undermined the very tenets of truth, authenticity and visual credibility.  

Perhaps one of the most troubling potential uses of deepfake technology is the loss of trust among the 

public. The rise of AI-generated content has sparked a significant distrust in digital media. Public 
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awareness of AI-generated content has led to great doubt about digital media. The academics say this is 

causing a form of “reality apathy” in which people are having trouble discerning reality. 

Specifically, deepfakes can be a very dangerous arm of political discourses, emotionally exploiting and 

polarizing people. Political leaders can easily have their videos manipulated and then shared quickly on 

digital platforms to influence public perception prior to fact-checking. With the speed of social media 

circulation, misinformation can still gain a significant footprint despite being debunked.  

The study also shows that visual realism greatly helps boost the persuasive power of disinformation. 

Synthetic visual media is a mix of sensory and believable fake information. AI-powered videos and 

images can be particularly useful in manipulation, as they are engaging and stimulate human cognition to 

accept them as credible sources of information. 

In fact, deepfakes have a wide range of psychological implications. Over-exposure to altered media can 

lead to anxiety, confusion, mistrust, and information overload. Deepfakes can be employed selectively in 

polarized societies and can influence the attitude of the audience that reinforces prevailing ideological 

positions.  

Deepfakes, in terms of visual communication, are a revolution in the way technology and images are 

produced. Modern AI technologies challenge the status quo of traditional photography and video as a 

means of depicting reality. In an environment of synthetic media, authenticity has become more and more 

questionable.  

Ethical responsibilities of designers, media practitioners, AI developers, and policymakers are also 

emphasized. Graphic designers and visual communicators need to understand that they play a significant 

role in shaping public perception and maintaining ethical standards within digital media, and their ethical 

responsibilities in digital media production. Similarly, the manufacturers of AI software should make it 

widely publicized and transparent, with the incorporation of tools to identify AI-generated content.  

Media literacy becomes one of the most critical countermeasures against AI-generated disinformation. 

Audiences need to be critical about the creation of digital media, its distribution, and manipulation. It is 

necessary to establish a cooperation between educational institutions, the government, and the media to 

help people understand the dangers of synthetic media and to support digital literacy campaigns.  

Furthermore, more detailed research is needed on legal and regulatory aspects. Current misinformation, 

copyright, privacy, and defamation legislation are faced with significant challenges in combating AI-
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generated content. There is a growing push towards addressing synthetic media through legislation in 

various countries around the world, especially in the context of political communication and elections.  

However, the study notes that deepfake technology is not necessarily a bad thing; it can also be a good 

thing. Yes, synthetic media created by AI has a place in the creative industry, in gaming, VR, 

accessibility, movies, and in education. Ethical use is by transparency, consent, and contextual 

responsibility.  

However, deepfakes are more than just a technical issue; they're a cultural and philosophical issue. 

Natural media has changed to synthetic. In digital environments, society must reimagine what constitutes 

valid evidence, identity, and whom to believe. 

4. Conclusion 

Synthetic visual and audiovisual technologies have revolutionized the present media system with the help 

of Artificial Intelligence. The potential, as well as the dangers of deepfakes, are big, and they're definitely 

one of the most impactful and controversial parts of this development.  

This research focused on the connection between deepfakes created by artificial intelligence and digital 

disinformation, employing a qualitative analysis as well as a selection of case studies. From these 

findings, it can be concluded that deepfake technology is a potent weapon in political propaganda, media 

manipulation, identity exploitation, and misinformation on the internet.  

The case studies analyzed indicate that this is not only a technological innovation but also has 

implications for the psychological, social, ethical, and cultural aspects. The public trust in communication 

spaces is fragile, and AI-generated synthetic media puts their trust and credibility in doubt.  

Furthermore, it highlights the importance of an interdisciplinary approach to disinformation, with a need 

for technologies, journalists, media professionals, policy makers, teachers, and scholars to be engaged. 

Educating about media literacy, responsible rule of AI, setting clear algorithms for detection, and 

encouraging ethical use of visual communications are crucial steps in combating the threats of synthetic 

media. 

The distinction between reality and fabrication may be even more blurry as AI technologies continue to 

develop. In the long run, the cultural consequences of synthetic media, the creation of detection 

techniques, and the analysis of visual communication in terms of trust in digital society are thus 

suggested as directions for future research. 
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